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Smart Seal

The DigiCert Smart Seal is available to customers that purchase or are an existing
Secure Site or Secure Site Pro certificate.

When users hover over the DigiCert New details will be added to the splash
Smart Seal, additional security page as they are developed, including:
information will be magnified. When .. o
clicked on, the seal will produce a » Verified customer since: (date)
splash page with details including: « CT logs used

« Company name « Blocklist check

* Address/location » Vulnerability scanned

 Dateissued

. * PCI compliance scan
« Level of encryption

« Verified logo (VMC)



How to enable DigiCert's Smart Site Seal

@& admin.digicert.com

Qdigicert® | CERTCENTRAL - STCE migrated account v GabrielChan ~ %, [= (7)

|' REQUEST A CERTIFICATE
Orders

Step 1: Log into your |
11 DASHBOARD edariaoa ‘ ‘ BiEis e
CertCentral account

1 certificate is expiring within the next 60 days. View Certificates

10 certificates are expiring within the next 30 days. View Certificates

Show certificates issued from Division Status Search

Step 2: Click on “Orders” and

Al - Unfiltered - ‘ ‘ Issued » Q rcl

. . Certificate ID Organizations Requester
search the domain you wish to a [Eerre——— (o~
b I h . I d DISCOVERY Order date Products Requested via
enable the site seal, under S ) ) =
AUTOMATION
o ’)
O l I I I I l O n n a l I I e ENANCES Common name ¥ Product ¥ Status Orderdate $  Certificate start date ! Certificate expiration  Order expiration %
138999270 | davel,bonkatsu.net Secure Site Pro SSL Issued 04 Jun 04 Jun 2021 02 Jul 2021 08 Jun 2022
REPORTS o | QuiclgView 1 year 2021
13874743 | dave bonkatsu.net Secure Site Pro SSL Issued 03 Jun 03 Jun 2021 02 Jul 2021 07 Jun 2022

Step 3: CIiCk On the Order # T ]S::::eSneProSSL Issued ::ay 21 May 2021 19 Jun 2021 25 May 2022
that is tied to the Common

ACCOUNT 1 year 2021

134550969 | dave.bonkatsu.net Secure Site OV Issued 13 May 13 May 2021 11 Jun 2021 17 May 2022
SETTINGS Quick View 1 year 2021

n a m e 134509041 | dave_ bonkatsu.net Secure Site OV Issued 13 May 13 May 2021 11 Jun 2021 17 May 2022
Quick View 1 year 2021

134506776 | dave.bonkatsu.net Basic OV Issued 13 May 13 May 2021 12 Jun 2021 17 May 202@
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™ REQUEST A CERTIFICATE 4Order #135945982

I” _
Site Sedal

Step 4: Select “DigiCert sea

oIl DASHBOARD

CERTIFICATES <
Select a seal image

Preview
Norton seal © DigiCert seal
G/ digicert
: Ch desired size of d
Step 5: Choose desired size 0 e
DISCOVERY
« AUTOMATION
Configure the seal
FINANCES Use the preview feature above to review site seal sizes and animition feature changes before applying them to the site seal your website

REPORTS [ Preview | Size

SUBACCOUNTS .
Choose a seal size Small

2 Medium
© Large

ACCOUNT

SETTINGS
Animation

Use the preview feature above to view animation changes befc lying them to your website
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REPORTS [ Preview Size

SUBACCOUNTS

Choose a seal size ) Small

Step 6: Tick “Enable” for s
Hover and Autoplay. p—

Animation
Use the preview feature above to view animation changes before applying them to your website
Hover Enable Add a hover-over effect to the site seal.* When visitors hover on the seal, it
Note: If you wish to have your
° y y *Note: If you modify the site seal hover effect after you've installed the site
seal code on your website, you must reinstall the code for those changes to
company logo displayed in
. . .
th e S e al an Im a tIO n CII Ck Autoplay @ Enable Animate the site seal.* When visitors come to your site, the seal will slowly
V4 evolve between the seal and the additional details
*Note: Hover effect is required to animate the site seal
“Enable” for logo and q

Logo I Enable I Include your company logo in the site seal hover effect.* When visitors hover
on the seal, your logo appears with the additional details

*Note: DigiCert must approve your company logo before it appears in the site
seal on your website.

“upload logo”. Recommended!

Before uploading your logo, make sure it meets these requirements:

¢ File format must be SVG Tiny Portable/Secure file. Learn how to render
this file type

* Theimage should have a square aspect ratio (1:1).

Center the image. This way, it optimally displays in a circle, a square, or a

rounded square,

* Use non-transparent backgrounds.

: Upload logo @

Specifications for logo:
50*50 pixel canvas with a white
background
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rounded square.
* Use non-transparent backgrounds.

Step 7: Tick on the features —
L]
L]
Site seal information page —
you wish to enable. Recommend
——
to en able all' Malware scan Enable Add the date of the most recently completed malware scan. Site visitors can
see that you monitor your website for viruses and malware.
CT log monitoring Enable Add the date you enabled CT log monitering for your website's domain. Site
. M o visitors can see you monitor the transparency logs allowing you to act quickly
e p . I C a V e if a bad actor issues a fraudulent certificate for your domain.
- . This feature is only available for Secure Site Pro certificates.
COangU ration.
Blocklist Enable Add a blocklist check. Site visitors can see your business is clear from
government and country-specific blocklists.
s s PCI compliance scan Enable Add the date of the most recently completed PCI compliance scan. Site
ere IS any prO 61 ] ] S WI visitors can see that you monitor your website to ensure it is compliant with
PCI DDS Standards. @
th e rO Cess /e as e CO n ta Ct This feature is only available for Secure Site Pro and Secure Site EV
/ certificates.
yo u r a CCO U n t ‘ ] ] a n a g e ,: Verified Customer Enable Display how long you've been a DigiCert customer. Site visitors can see how
——— long you've been using one of the most trusted names in TLS/SSL certificates

to protect your sites

Save configuration @




